PATENT ABSTRACTS OF JAPAN 



(1 1 )Publication number : 07-044330 
(43)Date of publication of application : 14.02.1995 



(5 Dint CI. 



(21) Application number : 05-186529 

(22) Date of filing : 29.07.1 993 



G06F 3/06 
G11B 19/02 



(71) Applicant : TOSHIBA CORP 

(72) Inventor : IGARI GHIKASHI 



(54) MAGNETIC DISK DEVICE AND SURREPTITIOUS USE PREVENTING METHOD FOR RECORDED DATA 

(57)Abstract: 

PURPOSE: To provide a magnetic disk device and a surreptitious 

use preventing method for recorded data to prevent the robbery of 
the recorded data by preventing an easy access carried out by a 
connected host system. 

CONSTITUTION: A microprocessor 19 writes the password sent 
from a host system 2 into an E2PR0M 23 and sets it there. 
Thereafter no access command is carried out to a magnetic disk 
50 from the system 2 as long as a password equal to that received 
from the system 2 and set at the E2PR0M 23 is not supplied when 
a power supply is switched on. Thus the surreptitious use can be 
prevented for the recorded data of the disk 50. 
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* NOTICES * 



JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect 

the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 

[Claim(s)] 

[Claim 1]A magnetic disk drive which write data to a magnetic disk with an access 
command from a connected host system, comprising: 
Nonvolatile memory which can be written in. 

A setting-out means to memorize and set identification information inputted from said 
host system as said nonvolatile memory. 

A control means which performs control which does not execute an access command 
to said magnetic disk inputted from said host system unless the identification 
information same at the time of power supply starting as identification information set 
as said nonvolatile memory is inputted from said host system. 

[Claim 2]It is in a surreptitious use prevention method of data currently recorded on 
said magnetic disk of a magnetic disk drive which write data to a magnetic disk with an 
access command from a connected host system, At the time of a power turn after 
setting up identification information inputted from said host system. A record data 
surreptitious use prevention method not executing an access command to said 
magnetic disk inputted from said host system unless the same identification 
information as said set-up identification information is inputted from said host system. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application]This invention relates to the method of preventing the theft of 
the data which was applied to the magnetic disk drive, especially was recorded. 
[0002] 

[Description of the Prior Art]In recent years, the magnetic disk drive is used with 
various information processing systems including a personal computer As a 
connection method of a magnetic disk drive and a host system, the method which 
builds a magnetic disk drive in the main part of a host system, and the method which 
connects a magnetic disk drive to a host system using a connecting cable are 
common. By the way, in the standard of a PCMCIA interface etc., the portion called a 
card slot to a notebook type personal computer etc. was provided, and the use of 
inserting in this portion and using external peripheral equipment, such as a magnetic 
disk drive, has appeared. 

[0003]Since the difference of the magnetic disk drive with such a PCMCIA interface is 
directly carried out to the slot of a host system and it can be used for it, it is free and 
simple for the attachment and detachment to a host system. However, as for the path 
of the magnetic recording medium of a magnetic disk drive which is based on the 
standard of a PCMCIA interface, 1.8 inches or less are common, Since the size is also 
miniaturized, suiting a theft easily is expected rather than the connection type which 
used the conventional inclusion method and cable to the host system. As a measure 
to the theft of such a small magnetic disk drive, the host system has memorized the 
password (identification information) and there is a method of not operating, if a right 



password is not entered from a user immediately after switching on a power supply. 
However, in this method, if only the user knows said password, whatever the 
connected magnetic disk drive, that record data can be read and it turns out that 
prevention from surreptitious use of the record data of a magnetic disk drive is not 
effective. Since as for this the conventional magnetic disk drive is made to the last on 
the assumption that deferment, It is because the method of barring access to the 
information memorized once it is connected to a host system does not exist in the 
magnetic disk drive itself, and there was a possibility that record data may be used by 
stealth. 
[0004] 

[Problem(s) to be Solved by the InventionJSince the small magnetic disk drive with a 
PCMCIA interface is [ that the attachment and detachment to a host system are easy, 
and ] free, encountering a theft easily is expected. Since the method of barring access 
to the data which will be recorded if the magnetic disk drive which encountered the 
theft is connected to the same host system did not exist in the magnetic disk drive 
itself, there was a danger that record data will be easily used by stealth. 
[0005]Then, as this invention removes the above-mentioned fault and cannot perform 
access from the connected host system easily, an object of this invention is to 
provide the magnetic disk drive which can prevent surreptitious use of record data, 
and a record data surreptitious use prevention method. 
[0006] 

[Means for Solving the Problemjin a magnetic disk drive which write data to a 
magnetic disk with an access command from a host system to which this invention 
was connected, Nonvolatile memory which can be written in, and a setting-out means 
to memorize and set identification information inputted from said host system as said 
nonvolatile memory. Unless the identification information same at the time of power 
supply starting as identification information set as said nonvolatile memory is inputted 
from said host system, it has the composition possessing a control means which 
performs control which does not execute an access command to said magnetic disk 
inputted from said host system. 
[0007] 

[Function]In the magnetic disk drive of this invention, a setting-out means is 
memorized and set as the nonvolatile memory which can write in the identification 
information inputted from a host system. A control means performs control which 
does not execute the access command to said magnetic disk inputted from said host 
system, unless the identification information same at the time of power supply starting 



as the identification information set as said nonvolatile nnennory is inputted from said 
host system. Even if a magnetic disk drive is stolen and it is connected to another 
host system by this, unless the user who uses this host system knows said 
identification information, the record data of this magnetic disk drive cannot be read, 
but surreptitious use of record data can be prevented. 
[0008] 

[Example]Hereafter, one example of this invention is described with reference to 
drawings. Drawing 1 is a block diagram showing one example of the magnetic disk drive 
of this invention. It is a host system which 1 passes a magnetic disk drive, and 2 
passes a PCMCIA interface for said magnetic disk drive, and connects enabling free 
attachment and detachment. As opposed to the hard disk controller 1 1 by which the 
magnetic disk drive 1 performs reading-and-writing control of data, etc., and the 
magnetic head 14. Data. The read/write circuit 12 and the magnetic disk 50 which 
carry out read/write. To the spindle 13 and the magnetic disk 50 to rotate, data. The 
voice coil motor 16 which drives the magnetic head 14 to write, the carriage 15 made 
to move the magnetic head 14 to the radial direction of the magnetic disk 50, and the 
carriage 15, the amplifier 1 7 which amplifies the servo data read by the magnetic head 
14, and servo data. The microprocessor 19 which performs control of the whole A/D 
conversion circuit 1 8 and device which are changed into digital data, seek control of 
the magnetic head 14, etc., D/A converter 19 which changes servo data into analog 
data, and the voice coil motor 16. It has E^PROM23 which memorizes ROM22 which 
stores the various programs which control the driver circuit 21 to drive and the 
microprocessor 18, and various data, a password, etc. and which is the nonvolatile 
memory which can be written in. 

[0009]Next, operation of this example is explained. When using the magnetic disk drive 
1 shown in drawing 1 f or the first time and the password is not set up in this device, a 
user performs operation of setting up the above-mentioned password information, 
from the keyboard of the host system 2, etc., after equipping the host system 2 with 
this magnetic disk drive 1. Thereby, the host system 2 sends a password setting 
command to the magnetic disk drive 1, The microprocessor 19 of the magnetic disk 
drive 1 will serve as transmission waiting of a password, if a password setting 
command is received via the hard disk controller 11 . On the other hand, a user enters 
a password as shown in drawing 3 into the host system 2, and makes this password 
transmit to the microprocessor 19 via the hard disk controller 1 1. If a password is 
transmitted, after the microprocessor 19 writes this password in E^PROM23, it will 
write in the information which shows that it is in the state where the password is set 



up on the E^PROM23, and will end processing. It means that the password was set up 
in the magnetic disk drive 1 by this. Then, the host system 2 is accessed to this 
magnetic disk drive 1 , and the read-out writing of data to the magnetic disk 50 is 
performed via the hard disk controller 11, the read/write circuit 12, and magnetic head 
14 grade. 

[OOlOjUnder the present circumstances, the microprocessor 19 reads servo data 
from the magnetic disk 50 by amplifier 17 and A/D-converter 18 course by the 
magnetic head 14, Control which positions said magnetic head 14 to a target track is 
performed by creating the servo data for making a target track seek said magnetic 
head 14, and feeding this back to the voice coil motor 16 via the D/A conversion 
circuit 20 and the driver circuit 21. A user does not perform the above password 
setting out but starts the use to this device like the usual magnetic disk drive to set a 
password as the magnetic disk drive 1. 

[001 1]By the way, when performing a data transfer from the host system 2 to the 
magnetic disk drive 1, since it is carried out per 512 bytes, 512 bytes of data is 
transmitted to the microprocessor 19, but. As password information, only 100 bytes of 
information become effective from the head of data, and it came to be shown in 
drawing 2 . When all the contents of the password (100 bytes) are 0, the password 
once memorized by E^PROM is eliminated. 

[0012]When using this magnetic disk drive 1 by considering a power supply as one 
again after turning off the power supply of the magnetic disk drive which set up the 
password once as mentioned above, operation as shown in the flow chart of drawing 2 
is performed. Namely, if a power supply serves as one, the microprocessor 19 of the 
hard disk drive 1 will perform initial setting of each part at Step 201, but. At this time, 
when it judges at Step 202 whether there is any information which shows that the 
password is set as E^PROM23, or there is nothing and the password is set up in it, it 
progresses to Step 203, and when not set up, it flies to Step 206. The microprocessor 
19 judges whether it became the waiting for password confirmation command input, 
execution of the password examination command was made from the host system 2 at 
Step 204, and the password has been sent from the host system 2, when it progresses 
to Step 203. 

[0013]The microprocessor 19 returns to Step 203 without executing this command, 
when not a password examination command but the access command to the magnetic 
disk drive 1 is published from the host system 2 at Step 204. However, when a 
password examination command is executed and pass word data have been 
transmitted, it progresses to Step 205, It judges whether the transmitted password is 



in agreement with the password set up in E^PROM23, when not in agreement, it 
returns to Step 203, and when in agreement, it progresses to Step 206. Processing 
corresponding to the access command which the microprocessor 1 9 serves as access 
command input waiting published from the host system 2, and is inputted after that at 
Step 206 is performed. On the other hand, when the password is not set up at Step 
202, the microprocessor 1 9 flies to Step 206 promptly, and performs access command 
input waiting, and execution of the access command to this magnetic disk drive 1 will 
be permitted it 

[0014]Once it sets the password as the magnetic disk drive 1 according to this 
example, Even if this magnetic disk drive 1 is connected to another host system by a 
certain progress, Unless the same password as said set-up password is entered from 
this host system, in order not to receive access to the magnetic disk 50 from said 
host system, Since it is lost that the record data of the magnetic disk 50 is read 
recklessly, surreptitious use of record data can be prevented. And the prevention 
from surreptitious use of the above-mentioned record data is realizable, being able to 
detach and attach the magnetic disk drive of this example freely to the host system 
provided with the PCMCIA interface, and securing the convenience of this point This 
invention can be applied also like a non-portable magnetic disk drive, and can aim at 
theft prevention of record data. 
[0015] 

[Effect of the InventionjAs described above, according to the magnetic disk drive of 
this invention, and the record data surreptitious use prevention method, as access 
from the connected host system cannot be performed easily, surreptitious use of 
record data can be prevented. 



[Translation done.] 



* NOTICES * 



JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect 
the original precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The block diagram showing one example of the magnetic disk drive of this 
invention. 

[Drawing 2] The flow chart which showed the operation at the time of the operation 
start of the magnetic disk drive shown in drawing 1 . 

[Drawing 3] The figure showing the example of path WATO set as the magnetic disk 
drive shown in drawing 1 . 
[Description of Notations] 

I — Magnetic disk drive 2 — Host system 

I I — Hard disk controller 12 — Read/write circuit 
13 — Spindle 14 — Magnetic head 

15 — Carriage 16 — Voice coil motor 

17 — Amplifier 18 — A/D conversion circuit 

19 — Microprocessor 20 — D/A conversion circuit 

21 — Driver circuit 22 — ROM 

23 — E^PROM 50 — Magnetic disk 



[Translation done.] 



